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B cTaThe aHanuUaMpyeTcs ofHa M3 camblX aKkTyanbHbIX NPoBIemM Ha CEerofHsLIHWIA AeHb - PUHAH-
CMpOBaHVe Teppopuama, U BO3MOXHO it 3TO caenath yepes «[apkHeT», Tak Ha3biBaeMylo KTEMHYHO
CTOPOHY» UHTEpHETA.

«[lapkHeT» - 3T0 HeneranbHbIi VIHTEPHET, KOTOpbIN CyLUEeCTBYET Ha Ba3e 0CHOBHOTO VK-
TEpHeTa, HO ropa3fio rnybxe, u, B OTAMYME OT 0BbIYHOMO MIHTEpHETa, MCNOMb3YHOLIMA TOMBKO
3aLUMLLEHHBIE NPOKCU-CEPBEPLI U COEAMHEHNSs, Bnarogaps KOTOPbIM CTAHOBMTCS HEBO3MOX-
HbIM OTCNeaNTb Nnonb3oBateneil Beb-caiTos. MnatexHomn eauHuLei B «[JapkHeTe» sBnseTcs
ButkowH (Bitcoin). Ins Toro, 4toBbl NogkniOUMTLCS K «[JapkHeTy», HEOOXOAMMO YCTaHOBUTb
cneumanbHbIit bpaysep «Tor.

Mepexop B «[lapkHeT» MOXET ObiTb 0BYCMOBNEH MO PAZY NPUUMH:

1) CTpemneHne CoxpaHUTb HENPUKOCHOBEHHOCTb YaCTHON XM3HU;

2) Nony4YeHue 3aLLuTbl OT TOTaNUTapHbIX CUCTEM NPABIEHMS;

3) pacnpocTpaHeHue (hailnos, 3aLMLLEHHbIX aBTOPCKAMM NpaBamy;

4) coBepLLeHre HeneranbHbIX CAENOK Mo NOKYNKe/NPoLaxe OpyXus, HAPKOTUKOB, B3PblB-
yaTbIX BELWeECTB W.T.4.;

5) (PMHaHCMPOBAHWE TEPPOPUCTUHECKUX TPYNNMPOBOK/OTAENBHBIX TEPPOPUCTOB/3aKasbl
HaéMHbIX YOUACTB.

Bnepeble «[lapkHeT» NOSBUNCS OAHOBPEMEHHO C 00LLeCTBeHHOM ceTbio APRANet (kom-
nbloTepHas ceTb, cosaaHHas B 1969 rogy B CLUA Arentcteom MuHucTepcTBa 060poHs! CLUA),
KoTOpas B JanbHelLeM cTana TeM VIHTEpHETOM, KOTOpLIA Mbl 3HaeM ceivac. OcHoBHas npu-
uMHa cospaHus «[lapkHeTay 3akmioyanach B HE0OXOAMMOCTY CO3aaHNs ceTu, kotopas Dynet
CKpbITa OT NOCTOPOHHUX, U JOCTYN B KOTOPYH OYAYT MMETb NULLb «M36paHHbIEY.

Ha cerogHswHWin aeHb B «[lapkHeTe» HacumTbiBaeTcs 6onbiie 30 000 caiiToB ¢ pasHo-
0bpa3HbIMK TEMaMK, TakUMK Kak: MOITyYeHUe YyXOl KPeAUTHON UCTOPWKM, Npofaxa HapKoTu-
KOB/B3pbIBYATbIX BELLECTB/OPYXKWS; BO3MOXHOCTb NPOdhMHAHCMPOBaTh NMtobylo TeppopucTuye-
CKYIO rpYNMMUPOBKY, UK ONNaTUTb YCRyr HABMHWKOB.

®uHaHCMpoBaHWe TeppOpU3Ma B HACTosILLEee Bpems - camoe 0BCyxaaemoe M nopulae-
Moe siBneHne B Mupe. CTOUT OTMETUTb, YTO Ceryac TEPPOPU3M SBMSETCA OOHUM U3 OCHOBHbIX
MCTOYHMKOB Yrpo3bl HaLMoHanbHoi 6esonacHocT He Tonmbko Poccuiickorn Pefepauum, HO
HeceT yrposy mupy 1 6e3onacHocTi Bcex 6e3 UCKMIoYEeHUs TocyaapcTB. Y faHHOM npobnembl
Hanbonee BbICOKWI YpOBEHb OBLLECTBEHHOI Yrpo3bl, YTO HANPSAMYIO CBA3aHO C HabnoaaeMbl-
MU TEHOEHLMAMM NOBLILIEHMS YPOBHS €€ OpraHW30BAHHOCTYW, CO3AAHWEM KPYMHbIX Teppopu-
CTUYECKNX rPYNNMPOBOK C Hanbonee pasBUTON CETbHO MHAPACTPYKTYPbI, kak B CTPaHe, Tak 1 3a
pyBexoM, yCuneHnem B3auMoCBs3N MEXIY TEPPOPUCTUYECKMMI N OPraHN30BaHHbIMU rpynni-
poekamu'. [ins peanu3auuu akuuin U NOAAEPKKM CBOMX CETEln No BCEMY MUPY, TeppopucTam
TpebyeTcs NOCTOsHHOE (hMHAHCUPOBaHKe, KOTOPOE Kak MPaBuUIIo 3aKM4YaeTCs B HeneramnbHbIX
cnocobax MocTaBkyM [EHer YneHam TEeppOPUCTUYECKNX TPYNNMPOBOK. Ha CerogHsWHuA AeHb
nepes Hamu BCTaeT BOMPOC: MOXHO N (DMHAHCMPOBATL TEPPOPM3M UCMOML3YS PasiNYHOro
poda KpunToBanoThl, U fenas a1o vepes «[dapkHeT»? Mcxods u3 hakTos, KOTopble YkasbiBa-
l0T Ha BCe Donee BO3pacTatoLLyio aKTUBHOCTb TEPPOPUCTMHECKIX FPYMNMMPOBOK, U OTAENbHbIX
TEPPOPUCTOB, Mbl MOXEM C YBEPEHHOCTbIO CKa3aTb, YTO, (DMHAHCUPOBAHWE TeppopuaMa Yepes
«[lapkHeT» HenpueMnemMo HW Npu Kakux oDCTOSTENbCTBAX, HO, KaK MOKa3blBaeT MpakTuka,
Haxo#saTCa NoaK, KoTopble 310 Aenatot. Tak, B nioHe 2016 roga, meaua LeHTp W6H-Tamus

250



(ITMC), siBnatoLLmiica OHNalnH NoapasaeneHneM MKMaXaanucTkon ceT nponaraHzbl, NPOBOAMN
CODCTBEHHYI0 KaMNaHWio, HanpaBneHHyo Ha c60p KpUNTOBANIOTHI B COLMAMbHBIX CETAX, YTO
SBNANOCL NEPBLIM MOATBEPKOEHHBIM CryyaeM (DUHAHCUPOBAHUS TeppopuaMa C MOMOLLbIO
KpunToBanioTbl. [puHMMas BO BHUMaHMe To, yto ITMC sBnsetcs nogpasaeneHnem KoHcyrb-
TATUBHOTO COBETA MOJ)XaxeJoB, Mbl MOXEM C YBEPEHHOCTbLIO YTBEPXAATb, 4TO 3TO - 00beau-
HeHve canadMTOB-MKWAXaOUCTOB cekTopa [asa, koTopoe 6bino 0ObSBMEHO rOCYAAPCTBEH-
HbIM AenaptamerTom CLUA TeppopucTUYeckon opraHusaLmen.

B despane 2016 nugep ITMC cran rnaeHbIM No BONpocam (OUHAHCMPOBAHMS TEppopy-
cTudeckon rpynnuposkn «Anb-Kampa». ITMC Havan komnaHuo no cOopy CpeacTB B wione
2015 roga, ee Ha3BaHueM Obino Jahezona (¢ apabckoro - «Mbl roToBbI»). C MOMOLLBIO 3TOM
nporpamMmbl KOMNaHus Npu3biBana MycynbMaH Bcero Mupa 60poTbest 3a Ucnam nyTem BHeCe-
HWS NOXEPTBOBAHWUMA, TakuM 06pa3oM, UCMONMHMB CBOW PENUIMO3HbINA JOoNr. B pamkax kamnaHum
perynsipHo pasmeLLanich NocTel B BUAE MHGOrpadmky, coobLLaBLuei 0 CTOMMOCTH pasHo0b-
pa3HOM KenaemMol aMyHULIMM 1 BOOPYXeHWst Anst TeppopucTudeckux rpynn. ns GesonacHom
CBSI3M YKa3blBanCs afpec AMeKTPOHHOM NoyThl, MO0 akkayHT B MecceHmkepe Telegram. Ho,
kaKk nokasano JanbHeillee pa3BuTie CUTYaLuW, kamnaHus no cbopy CpencTs ans Teppopu-
CTOB NpoBanurach, NOTOMY YTO 3a 2 MecsLa NPOLeALUX C MOMEHTa 3anycka (3anyck cocTo-
ANCS B MIOHE), HA 3MEKTPOHHbIE Kollenbku B6bino nepesegeHo Beero 0,929 BTC, a B koHue
aBrycra Bca Cymma 6bina nepeBefeHa Ha HewssecTHble agpeca. Oba Aenoawta npuwwv Ha
afpec TeppopUCTOB Yepe3 pasHble LIEMOUKW, U JOMOANMHHO HEM3BECTHO KTO ABMANCA CO6-
CTBEHHUKOM GUpXU W rae oHa Oblna 3aperncTpupoBaHa, Takke ObiNo HEMOHATHO, Bbinn Nn
TpaH3aKLMW NPOU3BEAEHb! OLHWUM NULIOM, UK Xe rpynnon nuu.

Wcxoos 13 Bbllecka3aHHOTO, Mbl MOXEM CKasaTb, YTO (hMHAHCUPOBaHWE Teppopu3ma ¢
MOMOLLbHO KPUNTOBAMNKOTHI JOBOMBHO YCMNOBHOE NOHATUE: C OAHON CTOPOHBI, MOXHO OTCMEAUT,
nyTeM aHammsa nepemeLieHus JeHer ¢ OOHOro KOoLenbka Ha pYyron W, B KOHEYHOM WTOre,
BbINTW Ha YenoBeka, Ha Ybé MS 3aperncTpupoBaH KOLLENéK, C KOTOPOro NpoMsoLwna onnara
BuTkoMHamMK. B 3TOM eCTb 1 OTpULATENbHBIN PaKTOp: YCTaHOBMUTb, KTO SBNAETCS BafenbLem
KOLLEeNbka, Ha KOTOPbI MOCTYNakoT GUTKOMHBI, JOBOMBHO CMOXHO, TaK Kak HEMOHSITHO, KOMY OH
MOXeT NpuHagnexarb. Ho, kak nokasbiBaeT NpakTuka, BCe Xe Nuua, 3aHuMarowmecs huHax-
CYPOBaHWEM TEpPpOpU3Ma C MOMOLLbIO KPUMTOBANMIOTLI, MOTYT ObiTb BbISBMEHBI, YTO, B CBOIO
ovepenb, nomoraeT cneLicnyxbam 6onee achdekTBHO BOPOTLCS € (UHAHCUPOBAHWEM TEPPO-
pusma yepes «[apkHeT». Tak, Hanpumep, B 2015 rogy, nogpoctky u3 BupmkuHumu Anu LLykpu
AmwHy 6b1110 NpeabsBeHo 06BUHEHME B 3aroBOPE C LIENb0 OKa3aHUs MaTepuanbHoN NOMOLLM
WHOCTPaHHOW TeppopucTuieckor opraHusauun UM (teppopucTnyeckas opraHusaums - 3a-
npelleHa B Poccum). CornacHo Matepuanam gena, Anu yepes Twitter nogaepxusan u Ben
nponaraxgy uaei 60eBMKOB TeppopucTMUeckor opraHnsauun UM (TeppopucTiyieckas opra-
HW3aLus - 3anpelleHa B Poccum). OH Takoke pacckasbiBan BCEM XenaloLLuM, Kak NepeqncniuTb
9KCTpPEMMCTaM [eHbrv Npy NOMOoLLM BUTKOMHA, 1 Kak nonacTb B Cuputo, YTobbl NPUMKHYTH K
rpynnupoBke. Tak, OOMH U3 €ro 3HaKOMbIX, C ero MOMOLLb yeneluHo nepebpancs B Cupuio u
NPUMKHYN K rpynnuposke. lNpokypatypa Tpebosana ans A. Lykpu 15 neT TiopbMbl, HO CyA
npurosopun ero k 11 ropam nuiuenns ceobobI2.

«[JapkHeT» ABNAETCH OYeHb NOMYNAPHLIM MECTOM AN PasfMYHOTO Pofa He3akoHHOM
[EATENbHOCTH, Kak Ans NPOoAaXu HemeranbHOro Opyxus 1 B3pblBYaTbIX BELECTB, Tak 1 Ans
(hMHAHCMPOBAHWS Pa3nUYHbIX TEPPOPUCTUYECKIMX OPraHM3aLnin, MCNONb30BaHNS UX B Ka4ecTBe
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HaéMmHukoB. Tak, Hanpumep, uccnedosaHue esponerickoro otaenenns «Rand Corporation»
BbISIBUMO BO BpeMs HedenbHoro cbopa AaHHbIX B ceHTsbpe 2016 roga, uto y 24 dpaHLy3ckix
1 BpUTaHCKUX KPUNTOMApKETOB B «[apkHeTe» NOLTBEPAUINCE (haKTbl TOPrOBMKA OPYXMEM U
B3pblBYaTLIMYU BeLLeCTBaMUS,

Bnpoyem, MOXHO OCNOpUTL 3TW AaHHbIE, TaK Kak OHW, MO CYTW, ABNAKOTCH €ANHUYHBIMY,
11 He COCTaBMAIOT CUCTEMBI.

WccneposaHus, nposefeHHble kopropauueir RAND, nokasbiBaloT, YTO «HbIHEWHWE
KpUNTOBArOTbI NNOXO COOTBETCTBYKOT COBOKYMHOCTM (OYHKUWIA, KOTOPble Bblnu Obl B OCHOBHOM
XenaTenbHbl Ans TEPPOPUCTMYECKMX rpynny»4. CneumanucTbl 0TMevaroT, Yto Gonee Lwnpokoe
MCMONb30BaHWE KPUNTOBASIOTLI BTOPOrO MOKONEHMUS C PACLUMPEHHBIMY (PYHKLUAMU aHOHUMHO-
CTW, NO3BONUT TEPPOPUCTUYECKM OpraHu3aLmsamM Bonee addeKTMBHO 1Cnonb30BaTh X Ans
CBOWX HyXq.

Wcxoas 13 BCEro BbILLENepeYnUCIEHHOr0, Mbl NMPULLAK K CEAYIOLEMY BbIBOAY: 115 TOrO,
4T0Obl NPUOCTAHOBUTL (PUHAHCUPOBAHWE TEPPOPU3MA C MOMOLLBIO KPUMTOBANMIOT, CreLuany-
CTaM, 3HaKOMbIM C KpUNTOBAmOTHbIMW Gupxamu, pasnuuHbiMM hopymamu ¥ cailTamu B
«[lapkHeTe», cnefyeT OpraHu3oBbIBaTb MOHUTOPWHTOBbIE rPYMMbl, KOTOpble Obl BbISBNAMM
NOAO3PUTENbHYIO AeATeNbHOCTb ¢ GUTKOMHaMUW. Takue rpynnbl Mornn Obl coobluats 06 obHa-
PYXEHHOI NPECTYNHON AeATENbHOCTH BNOKYENH KOMNaHUAM (KOMMaHWUSIM, KOTOpbIE OTCMEXH-
BalOT nepefavy LieHHocTen Yepes BeemupHyto naytury) u CMU. Mbl cuutaem, 4To gaHHble
Mepbl MOMOTYT 3HAYUTENbHO CHWU3UTL (PUHAHCUPOBAHWE TEPPOPUCTUYECKMX TPYNMMPOBOK C
CMONb30BaHWEM B KAYECTBE NNATEXHbIX €AnHUL, BUTKOMHOB. Mbl XOTUM Takke OTMETUTb, UTO
ANs NOBbILLEHNS BO3MOXHOCTU NpeceveHus MHaHCUPOBaHUS TepPOpKU3Ma C NOMOLLLIO Kpuri-
TOBaNOT He0HX0AMMO NPOBECTU YKPENIEHNe COTPYAHNYECTBA MEXAY NPaBOOXPAHUTENbHBIMI
opraHamm, KoTopble CreLuanuampyoTcs B obnacTsix kubepbe3onacHoCTM 1 Ha pbiHKE KpUMTo-
BanioTbl. [JaHHbIN Liar MOXET CTaTb peluatoLLM (pakTopoM, KOTOpbIi ByeT NCMonMb3oBaH Kak
QNS YCTaHOBINEHUS NMUYHOCTW YEroBeka, CNOHCUPYIOLLIErO TEPPOPUCTOB, TaK W 4N OTCNeXu-
BaHWA CpPeaCTB, NOCTYNAKLWWX Ha CHeTa TEPPOPUCTOB.

B 3akrioyeHre XOTUM OTMETUTb, YTO (MHAHCMPOBAHME TeppopuaMa Yepes «apkHeT» ¢
CMONb30BaHWEM B KaYECTBE NNATEXHOro CPeacTBa OBUTKOMHOB Ha CErOAHSILIHMIA AeHb npes-
CTaBMsieT peanbHylo yrposy MupoBomy coobluectsy. Ecrv He 6yaeT npuHATO Mep No KOHTPO-
IO 1 OTCNEXMBAHMIO CYETOB TEPPOPUCTOB, & TAKXKE OTCMEXMBAHMIO CYETOB TEX, KTO UX CMOH-
cupyeTt, Teppopu3m B Oyayllem npeBpaTuTCs B ellé Dombluylo yrpo3y Ans BCEro MMpOBOrO
coobLLecTBa. B 10 e Bpemsl, CyLLECTBYeT BEPOSTHOCTb, YTO B AaNbHEMLIEM KpUNToBanioTa
OyneT CTaHoBUTLCA BCe MeHee LIEHHON Anst TEPPOPUCTOB, Tak Kak psifi MOLIEHHUYECKUX 0bMe-
HOB W KpaXK MOCTEMEHHO YMEHBLLAKT 3anachl KpUNTOBamoTbl M NOAPLIBAOT JAOBEPUE K HeW
TEPPOPUCTUYECKUX OpraHu3aLuii, Kpome Toro, 3anachl KpUnToBankoThl He 6eCKOHEYHb!.

' YneaHosa B.B. MpotusogelicTene huHaHcMpoBaHuio Teppopuama: ABToped. auc. ...
KaHL. top. H. - Ekatepunbypr, 2010. - C. 2.

2. BupmxkuHekui npeueneHt. 08.2015 https://www.counterextremism.com/extremists/ali-
shukri-amin

3 UccneposaHue RAND Corporation https://www.rand.org/blog/2018/01/bitcoin-and-the-
dark-web-the-new-terrorist-threat.html

4 UccneposaHue RAND Corporation www.rand.org/pubs/research_reports/RR3026.html
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TO THE QUESTION OF FINANCING TERRORISM THROUGH "DARKNET"
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The article analyzes one of the most pressing problems today - the financing of terrorism and
whether it is possible to do this through the «Darknet», the so-called “dark side” of the Internet.
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B peanuax cospemeHHoﬁ Poccum BbI6paHHaﬂ Hamy Tema HoCuT OCTpOﬂMCKyCMOHHbII;I XapakTep,
NOCKOMNbKY aHanu3 nocneaHnx nonnTu4ecknx cobbITUiA no3gonsieT rOBOPUTbL O HanUynMm CyLLEeCTBEHHbIX
HapyLueHwh npaea Ha CBOGOAy MUPHbIX CO6paHI/1I;1 1N He COOTBETCTBYET HOPMaM W MpuHUMNAM Hauuo-
HanbHOro 3akoHodaTenbCTBa W MeXAyHapodHOro npasa. B cratbe paccmaTpmBarTCA YronoBHO-
NnpaBoBble PUCKK NPK peani3aui KOHCTUTYLIMOHHbBIX NpaB rpaxaaH.

OpHoit 13 Hanbonee pacnpocTpaHeHHbIX (OpM BbIPAKEHMS TPXAaHCKOM NO3uLMN Ye-
noBeka 3a nocneaH1e AecaTb NeT BbICTYNAKT MaccoBble MeponpuaTus'. HecMoTps Ha To, 4TO
npaBo cobupaTbecs MUpHO, 63 OpyXXMst NPOBO3rNaLLaeTCs B Ka4eCTBE OCHOBOMONAraloLLmMX 1
HEOTbeMIIEMbIX 3IEMEHTOB NPaBOBOrO CTaTyca IMYHOCTY, U rapaHTupyeTcs cT. 31 KoHcTuty-
umm Poccuiickonn ®epepauun (ganee Konctutyuum PO), B nocnegHue rogbl Habniogaetcs
TEHAEHLMS 3aKOHOLATENS K COEPXMBAHWUIO NMPOSIBMIEHMA 3TOM CBOOOALI NOCPEACTBOM YCTa-
HOBIEHUS Pa3NUYHOro poga AOMOMHUTENBHbIX OrpaHUYeHNii2. HopMbl perynupylowpe AanHble
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